
 
EXAMPLE AUTHORISATION FORM 

NCC Group General Terms and Conditions (APAC) 
 
We have now scheduled and secured the consultant(s) that will deliver your <insert project details>, 
commencing on <insert date>.  
 
Please complete the below and return as soon as possible. 
 
Next steps for you -  
 
1. NCC Group authorisation: Prior to commencing work NCC Group requires written authorisation 

pursuant to regulations including Part 10.7 of the Criminal Code Act 1995 (Cth) (Australia), Computer 
Misuse Act 1993 (Singapore), and Unauthorised Computer Access 1999 (Japan).  

 
Infrastructure Assessment  

IP addresses and IP address ranges  
  

 
Web Application 

Application URLs and/or IP addresses  
  

Test Account Details (or attach) sheet  User Role Comments/Notes 
Username 1 

   

Password 1 
  

□ Tick if supplied separately 
Username 2 

   

Password 2 
  

□ Tick if supplied separately 
 
API Testing  

Link to Postman collection and Swagger documentation (or similar) 
   

API URLs and/or IP addresses  
  

Test Account Details (or attach) sheet  User Role Comments/Notes 
Username 1 

   

Password 1 
  

□ Tick if supplied separately 
Username 2 

   

Password 2 
  

□ Tick if supplied separately 
 
 
Mobile Application 

Application details (supplied APK/IPA etc or details from the App store): 
   

IP Address or URL for backend services (or complete the API questions above): 
     

Test Account Details (or attach) sheet  User Role Comments/Notes 
Username 1 

   

Password 1 
  

□ Tick if supplied separately 
Username 2 

   

Password 2 
  

□ Tick if supplied separately 
 
Please provide details of key contacts: 

Address Report(s) to: Address Queries(s) to: 
Name 

 
Name  

Tel 
 

Tel  
Email 

 
Email  

Role 
 

Role  



 
 
2. Source IPs: All testing activity will come from NCC Group Labs with the IP addresses: <redacted>.  

 
If these addresses change at any time you will be informed.  
 
Any activity seen from other IP addresses during the dates above is NOT authorised NCC Group 
activity. 

 
3. Third party permissions: If a third-party hosts any of the systems or applications in scope third party 

permission may be required prior to commencing work. It is your responsibility to obtain any required 
permission(s). NCC Group recommends obtaining any permissions promptly to avoid delays or 
cancellations and any additional information (if needed) can be provided by NCC Group on request. 
 
Microsoft no longer requires pre-approval to conduct a penetration test against Azure resources. This 
process is only related to Microsoft Azure, and not applicable to any other Microsoft Cloud Service. For 
further information see https://docs.microsoft.com/en-us/azure/security/fundamentals/pen-testing 

 
Amazon AWS no longer requires pre-approval to conduct a penetration test against eight services listed 
within 'Permitted Services'. Testing services which are not listed within the permitted services require a 
simulated events form to be completed and sent to AWS. AWS aims to send a response within 2 
business days. Further information about the process is available at: 
https://aws.amazon.com/security/penetration-testing/ 
 
Google GCP If GCP customers plan to evaluate the security of their Cloud Platform infrastructure with 
penetration testing they are not required to contact Google. Further information about the process is 
available at: https://support.google.com/cloud/answer/6262505?hl=en 

 
Please be aware that cancellation charges may apply if you need to cancel, reschedule, or postpone this testing 
at short notice. Please refer to the Statement of Work for additional detail.  
 
 
 
 
 
 
 
 
 
  

https://docs.microsoft.com/en-us/azure/security/fundamentals/pen-testing
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Faws.amazon.com%2Fsecurity%2Fpenetration-testing%2F&data=05%7C01%7Celizabeth.duncanlee%40nccgroup.com%7C591dc13a482d47dfb0c208db47750196%7Ca41111be486b45f68bd0ee01a62f368e%7C0%7C0%7C638182340089696887%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=OLlrZPczwKrUglwYkHEBWoBJu9y6Lj80pAzqeXsrY3w%3D&reserved=0
https://support.google.com/cloud/answer/6262505?hl=en

