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Who am |?

 NCC Group Research Director

« >20 years in information security

 Sitill very hands-on

* Enjoy testing more unusual technologies

* Also developing tools to test them

Goa c0M
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What I1s Zulu?

« Zulu is an interactive GUI-based fuzzer

« Written in Python

* As much as possible, input and output-agnostic
* Multiple modules

« Extendible via ZuluScript

Goa c0M
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Motivations behind the tool

| had lots of unique “fuzzer scripts”

* Fuzzing frameworks have a steep learning curve
* Fuzzers should be quick and easy to setup

* Wanted a point-and-click solution

* Needed to be scriptable to add complexity where
required

Goa c0M
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Zulu basics — the GUI

A zulu - the interactive fuzzer 10| x|
File Configuraton InputMethod OutputMethod Fuzzing

[l\ L’.‘J proxy: Y@ u Fuzzer: u ﬂj u g l:l —

Input data: Mutation points: Mutators: ~._\_ il Vi
[ = 2l Miongstings [ ™ User defined | | N\ ’/g\].;
™ Format strings I i ™ Bit sweep (byte) 5)
™ single byte brute force ™ Bit sweep (double byte) / E/ N
™ Double byte attacks ™ Bit sweep (quad byte) LR
™ Quad byte attacks ™ Inverted bit sweep (byte) Z'MLM'
™ Null representations | | [ Inverted bit sweep (double byte)
™ Unix command execution b ™ Inverted bit sweep (quad byte)
[~ windows command execution | |
[~ XML attacks | | [ Enable ZuluScript (see "/binfcustom.py™)
[~ ASCII Control chars [~ Enable Wireshark integration
J ™ Extended ASCII [~ Enable YMware integration

. | | g

Input data bytes: Add offsets: I j I J

Status

Fuzzer selected: Network Fuzzer Status: Idle
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Zulu basics — typical data

:\Users\andy\Research\zulu\dev\sessions\2012-06-23_20-11-29\session = | E||1|
File Configuration InputMethoed OutputMethod Fuzzing

A b

Prcxy:uO‘Fumr:umqu‘: =

Input data: Mutation points: Mutators: \\ i )
W U
Packet #0005 Cut (0000 bytes) ;I Length:0-3 PkKT:6 ;I ¥ Longstrings | ! [ user defined | i 3 g S
+ Fuzzpoint:13-14 Pkt:6 ¥ Format strings | ™ Bit sweep (byte) =
Packet #0007 In (0416 bytes) Fuzzpoint:30-31 Pkt:6 . - . &=
Packet #0008 Out (0111 bytes) Fuzzpoint:97-103 Pkt:6 ¥ single byte brute force ™" Bit sweep (double byte) Vi
Packet #0009 In (0246& bytes) Fuzzpoint:148-157 Pkt:6 ™ Double byte attacks [ Bit sweep (quad byte) Z.MLVL
Packet #0010 Out (0100 bytes) ™ Quad byte attacks [ Inverted bit sweep (byte)
ECEE yt'ES ¥ Null representations | | [ Inverted bit sweep (double byte)
acket I ytes ) )
Packet #0013 In (0049 bytes) ™ Unix command execution L ™ Inverted bit sweep (quad byte)
Packet #0014 Out (0074 bytes) ™ Windows command execution
Packet #0015 In (0078 bytes) ¥ %ML attacks | | [ Enable ZuluSaipt (see "fbinfoustom.py™) | |
e =it 0016 G (I R [~ ASCII Control chars ™ Enable Wireshark integration
Packet #0017 In (0077 bytes) I Extended ASCII I Enable VM intearati
Packet #0018 Out (0074 bytes) =l Heende naple Viware integration
Packet #0019 In (0030 bytes)
Packst #0020 Out (0074 bytes) Send data unmodified I Clezr all | All bytes | All words | All dwords |
Packet #0021 In (0084 bytes) LI
Input data bytes: Add offsets: [0 =l]o =]
£ff 53 4d 42 73 00 00 00 0O c8 00 00 OO 00 OO0 OO OO0 00 OO0 OO0 00 OO0 OO0 00 ;I ;I
00 00 02 00 Oc ££ 00 OO0 OO0 OO0 30 32 00 01 OO OO OO OO OO0 42 00 00 00 00 00 fd =3 03 80 99 00 &0
48 06 06 2b 06 01 05 05 02 a0 3e 30 3c a0 Oe 30 Oc 06 0Oa 2b 06 01 04 01 82 37 02 02 Oa a2 2Za 04 cc cccce
28 00 01 00 OO0 00 15 02 08 €0 O5 00 OS5 00 20 00 00 OO0 O3 00 03 OO0 25 00 OO Tcccc cccccococ %..
00 56 4e 45 54 33 42 4c 55 00 55 00 &e 00 &9 00 78 00 0O 0O 20 00 .VNET3BLU.U.n.i.x... -
33 00 2e 00 39 00 2e 00 30 00 2d 00 53 00 56 00 4e 00 2d 00 62 00 75 00 €9 00 &6c 00 &4 00 2d 00 Sl =S S N = R A e =
31 00 31 00 35 00 37 00 32 00 OO0 00 56 OO0 4e 00 45 00 54 00 33 00 00 OO 1.1.5.7.2...V.N.E.T.3...
E E
Status
=l
[/
Fuzzer selected: Network Fuzzer Selected packet = 6 Status: Idle A
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ZUulu basics — the console

"0 %01\ %00\ xbe\ x 00 x 00" 201 200" x 16" x00% 004 x 00" x 12 x 00 x 00 x 00 202 x 00" x 00" x 00" x 00" x 00" x00% x 004 x 00 x 00 x 014 x 00" x 00" x0
0 \x00s'\x00e' x00t\x00 “x00t%x00rx00a"x00n"\x00s"x00a"\x00c  x00t %007 Y0004 x00n 200 \x007 \x00s"\x000 %007 x00a"%x00t 2007 420
Do’ x00n\x00 “x007'x00e"x00vYx00e 2007 x00 ‘%00 “x00r'\x00e'\x00a"\x00d"x00 “x00cx000"x00m" x00m*x007 \x00t x00t" x00e" x00d"x0
0 “\x00 “x00s'x00e'\x00t"\x00 “x001\x00m'x00p"x001x007\x00c)x001x00t x00_\x00t x00r\x00a"x00n"x00s " x00a"x00c"x 00t \x 001 0

Do\ x00n"\ x00s'x00 ‘\x000%x00F"x00f %00 “x00"

"hx03N 01N\ %015\ %00 200 201 x 00N x 16" x 00 x 00" x00% x1 2% x 00\ x D0\ x 004 x 02" x 00" x 00" 200" x 00" x 00" 00 x 00" x 00" x 004 x 01\ x 00" x 00 x 00" x
e\ =004 x00 % 00N x 00 x01&4 x 044 x 04\ x 004 x 00\ x 00\ x 004 x 00\ x00\ xe 7@\ x 1\t \ 204\ xd 0"\ x 0044 x00@" x00P" x 000\ x00 \x00n"x00v"x00
a'\ x00r\x00c) x00h"x00a"x00r ' x00 (' x004% 2000 x000\x000% x00) %00, \x00&" x00P \ x 001 x00 *x007 '\ x00n\x00t" x00"x00x00" xe 7@\ x1 1Y
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File structure

* /bin - Zulu binaries and custom.py (ZuluScript Python)

« /crashfiles - When file fuzzing, files that have caused the target to
crash

« [fuzzdb - the fuzzer testcase files
 /images - images used by the GUI
 /logs - log files

« /pcap - when Wireshark integration is enabled, auto-generated PCAP
files

« /PoC - when a crash occurs a PoC is auto-generated
« /sessions - configuration options and captured packets
« Jtempfiles - when file fuzzing, temp manipulated files are stored here

« [templates - the template used to generate the PoC files is in here

Goa c0M
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Proxy-based network module

Goa c0M
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Configure the proxy

Proxy configuration
“Zulu - the interactive fuzzer Configue proxy settings “Zulu - the interactive fuzzer

File | Configuration InputMethod OutputMethod File Configuration | InputMethod OutputMethod Fuzzing

Proxy Setting = Target host: |1|:|.33.33. 117
' WSS : : Start Network Capture - iT
f(\\ Email MNotification Settings P Fuzzer: Target port: |3389 A L.“J br u .Jj
VMware Settings
Local port: ) Import PCAP
INp crevereseer P |1234 Fuzzer input data: Data

Import File

Max packets: |2|:||:| '—_I

[ Use LDP

0K

®

Status:

Statu=: Capture started: Listening on port 1234, target = 10.33.33.117:33E9

Fuzzer selected: Metwork Fuzzer

Goa c0M
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Use the standard network client

=100 x| B 7el - the ity

File Configuration | Input Method OutputMethod Fuzzing

Remote Desktop . Y Vs T
lq?-‘\. COnnection A .Ld Stop Metwork Capture ' u (Ij U

Input data: Mutation points:

Packet #0000 Out (0019 bytes)
Computer:  [127.0.0.1:1234 [ Packet #0001 In (D019 bytes) E
Uszer name:  WINZK3I-HP-QC 1 administrator
Packet #0003 In (0828 bytes)
You will be asked for credentials when you connect. Packet #0004 Cut (0326 bytes)
Packet #0005 In (0055 bytes)
Packet #000& Out (00B5 bytes)
¥ (ptions Connect | Help Packet #0007 In (0229 bytes)
Packet #0008 Out (0821 bytes)

Goa c0M
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Select some fuzz points

[ zulu - the interactive fuzzer
File Configuration InputMethod OutputMethod Fuzzing

A h_‘l Proxy: u U Fuizser: u ﬂ) U o “:

Input data: Mutation points:

D000 Out (0012 bytes) | =
Packet #0001 In (0019 bytes)

Packet #0002 Out (0122 bytes)

Packet #0003 In (0828 bytes)

Packet #0004 Qut (0326 bytes)

Packet #0005 In (0059 bytes)

Ed zulu - the interactive fuzzer
Packet #0007 In (0229 bytes) - . -
Packet $0008 Cut (0821 bytes) File Configuration InputMethod OutputMethod Fuzzing

A ke QO =@ 00w 2 =+
Input data: Mutation points: Mutators:

Packet #0000 Out (0019 bytes) ;I Unmodified Pkt:0 ;I [ Long strings

Packet #0001 In (0019 bytes) I_Furmatstrings

Cut (0122 byres) )
Packet #0003 In (0828 bytes) ™" Single byte brute force

Packet #0004 Out (0326 bytes) [ Double byte attacks

Facket #0005 In (005% bytes) [ Quad byte attacks

Packet #0006 OCut (00BS byvtes) ™ nul representations

Packet #0007 In (0229 byvtes)

Packet #0008 Out (0821 bytes) ™" Unisx command execution

[~ wWindows command execution
[T XML attacks | |
[T ascll Control chars

I [ Extended ASCIT

Cle

_I Send data unmodified
-

Input data bytes:

03 00 00 13 Qe e0 00 00 00 OO0 OO0 01 OO0 O8 00 O3 00 00 OO

_I |Ser1d data unmodiﬁedl Clear &ll | All bytes | All words | All dwords |

Input data bytes: Add offsets: |0 RIE ]

16 03 01 00 75 01 00 00 71 03 01 4f e8 23 b6 E""‘ e | 65 ED 93 45 4d ea 3f 24 b4 d2 -]
ba 02 26 98 ad 9a cb 67 89 60 22 00 00 18 00 2f ekl cO 13 c0 14 cO 09 o0 0a 00 32

00 38 00 13 00 04 01 00 00 30 £f 01 00 01 oo oo  DelFuzzpeint 00 09 31 32 37 2e 30 Ze 30 2e
31 00 05 00 05 01 0O OO0 OO0 00 OO0 Oa 0O 06 00 o4  AddFuzzRange 00 02 01 00

Add Length Field

Remove Length Field

nullcon International Security Conference Goa c0M
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Select mutators

Mutators:

v Long strings

™ Single byte brute force
™ Double byte attacks
[T Quad byte attacks

™ Mull representations | |
™ Unix command execution

™ Windows command execution
[~ ¥ML attacks | |

" ASCII Control chars

[ Extended ASCII

International Security Conference

[ User defined !

™ Bit sweep (byte)

™ Bit sweep (double byte)

™ Bit sweep (guad byte)

[ Inverted bit sweep (byte)

™ Inverted bit sweep (double byte)
™ Inverted bit sweep (quad byte)

Goa c0M
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Select output method

Zulu - the interactive fuzzer

File Configuration InputMethed | Output Method Fuzzing
: " e NMetwork Fuzzer st
A _L'l_‘l IR “ File Fuzzer | Q) u . £ ||Q | -

Input data: Mutation points: Mutators:
Packet #0000 Out (0013 bytes) =] loemmaTtied Pkt: =] ¥ Long strings
Facket #0001 In (0019 bytes) Fuzzpoint:15-16 Pkt:2 ¥ Eo

Packet #0002 Out (0122 bytes) i -
Packet #0003 In (D228 bytes) ™" Single byte brute force

Packet #0004 Cut (0326 bytes) I™ Double byte attacks
Packet #0005 In (0059 bytes) [ Quad byte attacks
Packet #000& Cut (0085 bytes) ™ ol representations
Packet #0007 In (0229 bytes) ) o
Packet #0008 Out (0821 bytes) I Unix command execution
[ windows command execution
7 xML attacks | |

[T ASCII Control chars
=l [T Extended ASCII

| send data unmodified I Network Fuzzer configuration

[~ Configue netwaork fuzzer settings
Input data bytes: L
16 03 01 00 75 01 00 00 71 03 01 4f e8 23 be 31) 10 | largethost: |1|:|,33,33,11;.r
ba 02 26 98 ad %9a cb &7 89 &0 22 00 00 18 2f O 00 | et port
00 38 00 13 00 04 01 00 00 30 ££ 01 00 01 00 00 00 00 oe | O=tPOML |3389
31 00 05 00 05 01 OO0 0O OO0 OO OO0 Oz 00 06 OO 04 OO 17 OO i
= TCP Connect retries: Iz vI
Receive timeout: 0.1 -
Delay between fuzzcases (seconds): ID 'I
™ UseuDP

QK |

nullcon International Security Conference Goa c0M
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Start fuzzing

nIqu - the interactive fuzzer

File Configuration InputMethed OutputMethed | Fuzzing

L‘-‘ Proxy: u U Fuzzer -

- C\Windows\system32\cmd.exe - zulu.py

PaN

Input data:

Packet #0000 Out (0019 bytes)
Packet #0001 In (0019 bytes)
Packet #0002 Out (0122 bytes)
Packet #0003 In (0828 bytes)
Packet #0004 Out (0326 bytes)
Packet #0005 Imn (0053 bytes)
Packet #0006 Out (0085 bytes) W03 2004 %00 %13\ x0e" xd 0" x00%x00%x124% x 004202401 208" x 00202 2004 x00" x00"
Packet #0007 In (02293 bytes)
Packet #0008 Out (0821 bytes)

+| |Unmodified P
Fuzzpoint:15

Y x00\x13\x0exel' x 00\ x00%x00%x00% x00" x01x 004 x08" x00" x 03\ x 00 x 00" x00"

nullcon International Security Conference Goa c0M
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Instrumentation and triage

Zulu - the interactive fuzzer 101l
File Configuration InputMethod OutputMethod Fuzzing
A L ld|ro © O [ne= 0 O O(2) -
Input data: Mutation points: Mutators: W B
- i {.:
Packet #0000 Out (0019 bytes) =| |Unmodified Pkt:0 =l & Long strings [T User defined [ ] R g Iy
Packet 0001 In (0019 bytes) Fuzzpoint:15-16 Pkt:2 ¥ Format strings / I Bit sweep (byte) =
Packet #0 Cut (0 bytes) I Singls byte brut F' I & double byt Fm
Packet #0003 In (0828 bytes) ingie byte Drte foree it sweep (double byte) SN
Packet #0004 Cut (0326 bytes) [T Double byte sttacks [T Bit sweep {guad byte) Z,l/{_[,l./{,
Packet #0005 In (0059 bytes) [T Guad byte attacks [T Inverted bit sweep (byte)
EHEE 0006 DE TR s [T null representations | [T Inverted bit sweep (double byte)
Facket #0007 In (0229 bytes) . _' i
Packet #0008 Out (0821 bytes) = Urix: cammand execution ] i [T Inverted bit sweep (quad byte)
= windows command execution
[T #ML attacks | | [T Enable ZuluScript (see "fbin/custom. gy |
I ASCII Conkral chars I Enable wireshark inteqration
LI [T Extended AsCIT [T Enable vMware inkegration
_I Send data unmodiFiedI Clear &l | Al bytes | Al words Al dwords |
-
Add offsets: |0 I: l
Input data bytes: 7 i
16 03 01 00 75 01 00 00 71 03 01 4f e8 23 bée 3f 10 bb 52 b5 &8 EBb 93 45 4d ea 3f 24 b4 d2 ;I ;I
ba 02 26 98 ad %9a cb &7 89 &0 22 00 00 18 00 2f 00 35 00 05 00 Oa e0 13 ec0 14 0 09 cO Da 00 32
00 38 00 13 00 04 01 00 OO0 30 £f 01 00 01 OO0 OO0 OO OO0 Qe 00 Oc 00 OO0 09 31 32 37 2e 30 2Ze 30 Z2e
31 00 O5 0O O5 01 00 0O OO OO OO0 Oa OO0 O6 OO O4 00 17 OO0 18 00 Ob OO 02 01 OO
= =
Status:
Status: Fuzzing paused 3
Status: Fuzzing paused
Fuzzing: Press "Stop" to end this fuzzing session
Fuzzer selected: Metwork Fuzzer Selected packet = 2 Status: Fuzzing paused v

nullcon International Security Conference Goa c0M
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Other inputs: PCAP files

Goa c0M
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Wireshark captures

2! Intel(R) 82577LM Gigabit Network Connection

Fle Edit W¥iew Go Capture Analyze Statistics Telephony Tools  Internals  Help

B & el HX2 8 4 e=2aT 2 BE QQAQf d6MWxE B
Filter: | j Expression...
Mo, |'I'|mE |S|::urce |Desﬁnaﬁ|::n |Prnb:u:n| |In1‘c:
68 7.646893 EE 151. 219. 102 10.33.33.104 S5L Continuation
71 7.820034 Dell_2a:2c:98 Broadcast ARP who has 10.3
72 7.820262 QuantaCo_9%9a:a7:ae Dell_2a:2c:98 ARP 10.33.33.117
737 10.33.33.104 10.33.33. 11
74 7.820814 QuantaCo_9a:a7:ae Broadcast Mark Packet (toggle) ho has 10.3
75 7.820852 pell_2a:2c:08 Quantaco_9a Ignore Packet (toggle) 10.32.33.104
76 ?.32{}966 10.33.33.117 T0.33.33.90 (O set Time Reference (toggle) 1380 > 45427
= . TR TRy 15427 > 3389
0 0 R - Manually R.esolve Address onnection E
79 7.833164 10.33.33.117 10.33.33.1C Apply as Filter * 389 > 45427
7 34035 . 33.33. r . .. 3. C Prepare a Filter Y ct'l l::lr'lc
: s s Conversation Filter 14367 > 443
&2 7.870759 'FEBCI 10504 :dle5:7edl:dced Ff02::cC ) ) -SEARCH * H
- Colorize Conversation ¥

LB74661 EE 151 219 102 10.33.33.1C ontinuation
N?4945C | } } 104 10 22 22 11 154727 =~ 2IRG
—
Frame 73: 66 bytes on wire (328 bits), 66 bytes captured (528 bits)
Ethernet II, Src: Dell_2a:2c:98 (5c:26:0a:2a:2c:98), Dst: QuantaCo_9a:arl:ae
Internet Protocol version 4, src: 10.33.33.104 (10.33.33.104), Dst: 10.33.33 Copy 3

Transmission Control Protocol, Src Port: 45427 (45427), Dst Port: 3389 (3389
5E Decode As...

H FH FH [*

= Print...
Show Padket in Mew Window

nullcon
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Importing a PCAP

Bl choose a file x|
P\ = [17 - andy - Research - auks - docs + wtoril_tree v &3 [ search tutorial_three L
Organize New folder 2 - @
H Zulu - the interactive fuzzer A Fovartes B
” - . B Desktop I
File Configuration | Input Method OutputMethod Fuzzing & Dourloads e E_

Recent Places
andy
Research follow_tep._stream import_pcap save_caphure

: L‘I Start Metwork Capture
A AR Stop Metwork Capture

. Import PCAP
Input data: Import Fle

1 schedule (workspai
1 General (workspac

4 Libraries
bak.Documents
bak.Pictures

=| Documents

Music

=] Pictures
Fodcasts
Videos

+ Homegroup |
File name: x| Janties ¢ |

4

“Zulu - the interactive fuzzer
File Configuration InputMethod OutputMethod Fuzzing

A k‘i Proxy: u U Fuzzer: u m U ¥ “Q |!'

Input data: Mutation points: Mutators:

Packet #0000 Out (0000 bytes) 1= ;I V¥ Long strings
Packet #0001 In (0000 bytes) |7F0rmatstrings
Packet #0002 Out (0000 bytes) . o
Packet #0003 Out (0019 bytes) I single byte brute force
Packet #0004 In (D000 bytes) [" Double byte attacks
Packet #0005 In (0019 bytes) [~ Quad byte attacks

Packet #0006 Out (0000 bytes) ™ Ml representations
Packet #0007 Out (0125 bytes) ™ Unix command EXEEU?:}DI;

Packet #0008 In (0000 bytes) =

Packet #0009 In (0828 bytes) ™ Windows command execution
Packet #0010 Out (0326 bytes) [T %ML attacks o

Packet #0011 In (0059 bytes) [~ ASCII Control chars
Packet #0012 Cut (0085 bytes)

Packet #0013 In (0229 bytes) = I Extended AscHl

o

acket #0014 Cut (0789 bytes) e

Packet #0015 In (0037 bytes) Send data unmodified I Clear all | All bytes | All words | All dwords |
Packet #0016 Out (0000 bytes) ;I

Add offsets: |0 0
Input data bytes: I j I d
HNo data: Thisz mavbe a TCP control packet (SYN/LACE/FIN/RST) ;I

nullcon International Security Conference Goa c0M
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File module
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nZulu - the interactive fuzzer
File Configuration | Input Method Output Method
] L‘J Start Network Capture
i
Ll

VA

Input data:
EE—

Import PCAP

Import File

nullcon

hoose a file

g\ I - andy ~ Research « zulu -

Organize *  New folder

~
" Favorites

P Desktop

4 Downloads

“| Recent Places
andy
Research
schedule (workspar

General {workspac

3 Libraries
bak.Documents
bak.Pictures

£| Documents
Music

b=/ Pictures
Podcasts
Videos

l-a Homegroup ﬂ

Select input file

x

v | Search zulu

-

)
0
-

4

=

®
il

SampleVideo

screenshot
test
J test
J test2
A udp

A zuly

li_‘] Zulu_splash

21f05/2012 10:04
13/06/2012 15:15
08/06/2012 10:19
08/06/2012 10:55
23/05/2012 13:32
13/06/2012 11:36
21f06/2012 07:57

Mame | Date modified | Type Size | l:l
Y aog LOUGr UL AnUs FYOmrmTie IRD
A dbg2 14/06/2012 10:18 Pythan File 2KB
7 dbg3 15/06/2012 15:12 Python File 1KB
|| design 23/06/2012 23:15 TXT File 1KB
A hex 18/06/2012 16:59 Python File 7KB
[l Latest 24/05/2012 13:56 WinZip File 46 KB
 pcap_parse 08/06/2012 09:34 Python File 1KB
7 pcap_parse2 08/06/2012 09:50 Python File 1KB

Windows Media Aud...

PNG image
Windows Batch File
Wireshark capture file
Wireshark capture file
Python File

Application

Microsoft Visio Draw...

89 KB
1KB
4KB
16 KB
3KB
1,556 KB

58 KB ﬂ

File name: ‘Sample\u‘iden

j | Al files (%) =l
Dpen v| Cancel |

Goa c0M
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Select file fuzzer + fuzz process

| fl Zulu - the interactive fuzzer

File Configuration InputMethod | Output Method Fuzzing

ft"‘:}.- L"‘J Proxy: .IJ_UHEr
Input data:
C
‘ Configue file fuzzer settings
Process to fuzz:
Commandine args:
’ Process run time: 50 =
Shutdown method: | G0 j
OK
nullcon International Security Conference
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Fuzz process + debugging

2 wpomac 20/ 1L 1335 Appibaition L, 18568

wh Homegrous = WAETMOCone 140 72009 041 DLL Filg 41TEE

i wrpen: 14J0 72000 0239 Aot bt 1TEE
B Computer —
e Livcal Disk (C) LD 15325

o My Pagapart i) B = wMPMedatharng 140 200 G241 OLL File 1150 B

~r g R 15 5 N ppr—

Fe puie l-.-. miplayer ;] |.‘.II files (".7)

| Qipen =

@

Status:

Status: zing stopped

Fuz
process 5620 crashed at address O0xée26030ac

Furzer selected: File Fuzzer

Goa c0M

nullcon International Security Conference




http-//nulicon net the neXt security thing!

USB module
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Graphic USB

GraphicUSB - [keyboard.mqu] =101 x|
File Edit View Operations Window Help 8] x|
e
ol=E E| [E| vbus:|5.060V 63uA
Y
Min o Control Transfer  Addr Endp Data (18 bytes) o Control Transfer =
D) 5.219,150 5 % | Get Device Desoriptor] 0x00] 0x0 [1201100100000008.] oK
Get Device Descriptor
ar Control Transfer  Addr Endp Data {0 byt
é] Set Address (0x01) . . . . . . .
A device descriptor describes general information about a USB device. It includes
= #26..40 Control Transfer  Addr Endp Data (18 bytes) information that applies globally to the device and all of the device’'s configurations. A
— 5312179 s 4= | Get Device Desaiptor] 0:01] 0x0 [ 1201 10 01 00 00 00 08| OK USB device has gn|y one device descrip{gr_
Control Transfer Addr Endp Data {34 bytes)
e 5.318,184 s & [Get Configuration Desoriptor] 0x01] 0x0 J09 02322000101 00A0...] OK
£l bLength 18 Valid Length
%31 Control Transfer Addr Endp Data (4 bytes bDescriptorType 1 DEVICE
o 5228187 = Get String Desoriptor 0 :
Hax bcdUSB 0x0110 | Spec Version
#71...91 Control Transfer Addr Endp bDeviceClass 0x00 Class Information in
Ve 5333 186 s 4= | Get Shing Desoriptor 2] 0:01] 00 |24 03 44 00 45 00 4C 00..| OK Interface Descriptor
T —_— - . bDeviceSubClass | 0x00 | Class Information in
-...-ntr-l Tr:an-:fr Addr Endp Interface Descriptor
8187 8595 4= | Get Device Desoriptor] 0:001] 0x0 |1201 1001 000000 08..] OK = = =
E bDeviceProtocol 0x00 | Class Information in
i #0718 Control Transfer Addr Endp Data {3 bytes) Interface Descriptor
= £.193,861 s % | Get Configurstion Descripter] 0x01] 0x0 [08 02220001 010040, OK bMaxPacketSizel 8 Max EP0 Packet Size
idvendor 0x413C| Dell Inc.
f #119...138 Control Transfer Addr Endp -
B.195.803 % <= [ Get Configuratien Desaipter] 0x01] 0x0 | 090222000101 0040..] OK idProduct 02005 | Unknown
bedDevice 0x0104 | Device Release Mo
#140...145 T Control Transf Addr Endp Data (0 byt - =
T onstsr 00 SR mala oy iManufacturer 1 Index to Manufacturer
284 3 Set Configuration {0:x01)) .
String
Control Transfer Addr Endp Data {0 bytes) Status iProduct 2 Index to Product String
= | Set Idle {HID) Indefinite. All] 0x01] 0x0 DK iSerialMumber 0 Index to Serial Mumber ﬂ
Contral Transfer Addr Endp Data {85 bytes)
<%= [ Get HID Report Desaiptor] 0x01] 0x0 | 05 01 09 0641 0105 07...] OK Data Content
End of Capture
For Help, press F1 186 events
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Import generator script

Zulu - the interactive fuzzer

File Configuration InputMethod OutputMethod Fuzzing

A L"_‘J Proxy: u u Fuzzer: u

Input data:

Iulu - the interactive fuzzer

File Configuration | Input Method Output Method Fuzzing Packet #0000 In (0008 bytes) 1=
| Packet #0001 bytes)

: L ‘J Start Metwork Capture =, — =
LA LA Stop Mebwork Capture (!j U * » R
Import PCAP

Import File
Import USE Generator Script

#0003 Out (0002 bytes)
Mutation points: Packet #0004 In (00028 bytes)
Packet #0005 In (00028 bytes)
#0006 Out (0008
#0007 Out (0008
#0008 Out (0002
Packet #0002 In (00028 bytes)
#0010 Out (0008
#0011 Out (0008
#0012 Out (0008

Input data:

#0013 Out (0008
#0014 Out (0002
Packet #0015 In (00028 bytes)
Packet #0016 Out (0004 bytes) j

Input data bytes:

IlE 01 10 01 00 OO 00 08

L

File name: | keyboard j I.mgen files (*.mgen) j

Open - Cancel |

nullcon
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Select USB fuzzer

nzulu - the interactive fuzzer

File Configuration InputMethod | Qutput Method Fuzzing

: . Metwark Fuzzer TR &—
f\\ L"J Proxy: u File Fuzzer w U L& |Q |

Input data: Mutation points:

Facket #0000 Im (0008 byvtes) - Fuzzpoint:3-3 Pkt:1 J
#0001 Out (0008 bytes)

#0002 Out (0008 bytes)
#0003 Out (0002 bytes)

’

Configue USE fuzzer settings

Path to GraphiclISB: Select path |

Target IP address: |1EI.33.33. 117

OK
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Fuzzer running

nZulu - the interactive fuzzer
File Configuration InputMethod OutputMethod Fuzzing

Al e QO = QOO wwE— 1%

55 =]
= _1&] ] Mutation points: Mutators:
8 byt = Fi int:3-3 Pkt:1
o S 5w YIS = [ G e byes) uzzpoin B = -
8
5.092v 63uA 5 7 il
Hin 1: r File o 1y exported from file: 2 r r
ol ; - -
e r r
e 5 r
6: File =
S| 7: Emul r r
=|8: cont CurentAddress: 0x249 - -
9: ; Vi HighestAddress: 0x249 - -
| 103 Tdle Progress: | |
11: ; Wa
Status
Bl 12: el -l | | | | ‘
c 3 Prograrm terminated normall 2
L ij Waiy e 4 Add offsets: | = =l
= -
= |[15: Wai.t Exit os J
= | 16: : Re
17
18: WaitPacketLs (SETIUF)
19: ; SendPacketLs
o . El
For Help, press F1 Ln 1, Col 0
Status:
Status: Fuzzer set to USE Fuzzer J
Status: Fuzzing started
Total fuzzcases = 256
Fuzzer selected: USB Fuzzer Selected packet = 1 Fuzzpoint 0/0, Testcase 1/255
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Serial module
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Serial settings

nZqu - the interactive fuzzer
File Configuration | InputMethod OutputMethod Fuzzing

A H Start Metwork Proxy - .J) U >

Import PCAP
Input data: Import Fle Mutation paints:
Import USE Generator Script
Serial Data Capture ﬂ
; port settings
port m -
baudrate | 9500 j
' bytesize |8 ﬂ
parity |N ﬂ
’ i | 5
— - F._‘
b U A - RTS/CTS won/xoff
* off « off
" on " on
nullcon International Security Conference oa c20M
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Serial data capture

[ serial Terminal on COM5 [9600, 8N1]

VU A

A

i

Connect to serial pu:urt_

*EMRDY: 1

nZqu - the interactive fuzzer

[ serial Terminal on COM5 [9600, 8N1]

Vo

=

A

Disconnect from serial pcurt_

R1K06
OK

File Configuration InputMethod OutputMethod Fuzzing

*EMRDY: 1

=101 ]|

\ g/
I
) |

Zulu

A h‘I Proxy:uu Fuzzer: | g | UVWIQ ]"’
Input data Mutation points Mutators
Packet #0000 In (0011 bytes) =] ~| I Longstrings I™ User defined | |
t ™ Format strings [ Bit sweep (byte)
Backar *0503 ;1 (;09‘; b‘:':es) [T Single byte brute force [ Bit sweep (double byte)
[ Double byte attacks ™ Bit sweep (quad byte)
™ Quad byte attacks [ Inverted bit sweep (byte)
[T Null representations [T Inverted bit sweep (double byte)
I Unix command execution J [T Inverted bit sweep (quad byte)
™ Windows command execution
™ xmLattacks | | [ Enable ZuluScript (see "/bin/custom.py”)
[~ ASCII Control chars [~ Enable Wireshark integration
# ™ Extended ASCII [™ Enable VMware integration
. Send data unmodified I ‘ All bytes I All words I All dwords l
Input data bytes: _ Padetdaatest | Add offsets: |0 =|o l]/.-.\
61 74 69 31 0d Iatll.
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Serial fuzzing

x

Basics
nZqu - the interactive fuzzer Port | COomM1 ﬂ
File Configuration InputMethod | Qutput Method Fuzzing Baudrate |95|:||:| ﬂ
s Metwork Fuzzer TR & Data Format
f\\ L"‘J Proxy: u File Fuzzer w U vy E )
Data Bits E =]
_ USE Fuzzer ) . _
Input data: Mutation points: Stop Bits | 1 ﬂ
Packet #0000 In (0011 Eytes) =] |Fuzzpoint:3-3 Parity |NDI'IE ﬂ
Packet #0001 Out (0005 bytes) Instrumentation

Packet #0002 In (0007 bytes)
Packet #0003 In (0004 bytes)

[+ Target IP address |1El.33.33.99

Flow Control
[ RTS/CTS [ XonfXoff

| 0K | Cancel
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Wireshark integration
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Point to Wireshark binary

[ Enable ZuluScript (see "fbinfcustom.py™) | J
[+ Enable Wireshark intearationi
[ Enable YMware integration

|

w editcap 27/03/2012 13:12 Application T4KB
1M Computer
B L ocal Disk (C3) w Mergecap 27032012 158:12 Application 31KB
¢ My Passpart (0:) w rawshark 27/03/2012 18:12 Application 93 KB
B e e u-_-j hﬂih—.m—'lm--.n AT AS. 1T L e S AN LD
File name: | j |.E:<Efiles (*.exe)

Open |~
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Auto-load Wireshark

T3l zulu_pcap_2012-06-25_15-37-19.pcap =10l x|

File Edit View Go Capture Analyze Statistics Telephony Tools Internals  Help

B @ el EEAX2E A «saF L | BEE QQAQf|WMMmEax| B
Filter: ‘ j Expression...
Mo, |Time |source |pestination |Protocal [info
Connection Request (0xe0d)

1 0.000000 127.0.0.1 10.33.33.117 X. 224

CT Tirm

4 Frame 1: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)

+ Ethernet II, Src: Dell_2a:2c:98 (5c:26:0a:2a:2c:98), Dst: vmware_28:d0:d7 (00:0c:29:28:d0:d7)

+ Internet Protocol version 4, src: 127.0.0.1 (127.0.0.1), Dst: 10.33.33.117 (10.33.33.117)

# Transmission Control Protocol, Src Port: 45764 (45764), Dst Port: 3389 (3389), Seq: 342342, Ack: 768678, Len: 19
version: 3

Reserved: 0

Length: 19
-] ITU-T Rec X.224
Length: 14
1110 .... = Code: Connection Request (0x0e)
SRC-REF: 0x0000
0000 .... = Class: Class 0 (0x00)

RDP Routing Token: ‘001

0000 00 Oc 29 28 d0 d7 5c 26 0a 2a 2c 98 08 00 45 00 O NE UL L LE.
0010 00 3b ca ce 40 00 80 06 00 Q0 7f 00 Q0 01 Oa 21 P !
0020 21 75 b2 c4 0d 3d 00 05 39 46 00 Ob ba a6 50 18 'u...=.. 9F....P.

0030 40 29 00 00 00 00 DENNDENNEE CO= 0 00 00 00 00 @....’ .- ----.
0040 00 01 OO0 OB QO O3 OO OO OO i .

@ | TPKT - 150 on TCP - RFC 1006 {tpkt), 4 bytes Packets: 10 Displayed: 10 Marked: 0 Load time: 0:00.000 Profile: Default
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VMware integration
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Select file fuzzer + fuzz process

nZulu - the interactive fuzzer

File | Configuration InputMethod Output Method
Proxy Settings —
ft\'} Email Motification Settings

VMware Settings

| INp oo I

Fuzzer:

Configue VWMware settings Configue VYMware settings
* 05 control (" Process control ™ 05 control {* Process control
| Username |au:|ministrab:nr
| Password ||||-|||-

| Path to process |,:: \windows\system:

Path to VM Select path | Path to WM Select path |
Path to vmrun.exe Select path | Path to vmrun.exe Select path |
VMware Product Norkstation - VMware Product | Workstation ﬂ

Restart time [:ITIiI'I:l 1 - Restart time [:minj | 1 -
0K oK

_ 2

[ Enable ZuluScript (see "fbinfcustom.py™) | J
[ Enable Wireshark integration
[+ Enable VMware integrationd

Goa c0M
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GUI-power
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Adding a length field

MWrr c2 44 42 72 0N 00 00 00 O8 43 c8 00 00 OO 0O OO OO OO OO 00 OO OO0 OO OO OO0 OO OO |
00 00 01 0o  AddFuzzpoint 20 4e 45 54 57 4f 52 4b 20 50 52 4f 47 52 41 4d 20 31 2e 30 00 02
4d 49 43 52  DelFuzzpoint 4e 45 54 57 4f 52 4b 53 20 31 Ze 30 33 00 02 4d 49 43 52 4f 53 4f
46 54 20 4=  AddFuzzRange 53 20 33 2Ze 30 00 02 4c 41 4e 4d 41 4e 31 2e 30 00 02 57 69 6e 64
6f 77 73 20 [ EZICEEEEI| 72 60 67 72 6f 75 70 73 20 33 2e 31 61 00 02 4c 4d 31 2e 32 58 30
30 32 00 02 Remove Length Field 4e 4d 41 4e 32 2e 31 00 02 4c 41 4e 4d 41 4e 32 2e 31 00 02 53 61
6d 62 61 00 4e 4d 41 4e 20 31 2Ze 30 00 02 4e 54 20 4c 4d 20 30 2e 31 32 00

Add length field

Mow highlight the bytes to be counted then dick OK

Select byte order: I Big endian vi

4e i y 20 31 Ze 3

]

ff 53 4d 42 72 00 00 00 00 OB 43 <8 00 00 00 00 00 OO0 00 00 00 00 00 00 00
00 00 01 00 00 b8 00 02 3 20 4e 45 54 57 4f 52 4b 20 S0 52 4f 47 52 41 4d 20 31 2e
4d 49 43 52 4f 53 4f 46 59 20 4e 45 54 57 4f 52 4b 53 20 31 2= 30 33 00 02 4d 49 43 52
46 54 20 4e 45 59 57 4f 52 4b 53 20 33 2e 30 00 02 4¢C 41 4e 4d 41 4e 31 2e 30 00 02 57
6L 77 73 20 66 6L 72 20 57 6L 72 6b 67 72 6L 75 70 73 20 33 Z2e 31 61 00 02 4c 4a 31 2e
30 32 00 02 44 4f 53 20 4C 41 4ec 4d 41 4e 32 2¢ 31 00 02 4C 41 4e 49d 41 4e 32 2¢ 31 00
6d 62 61 00 02 4e 54 20 4C 41 4e¢ 4d 41 4e 20 31 2¢ 30 00 02 4e 54 20 4c 44 20 30 2¢ 31

00 00 ~J
00 02
53 4f
Ge 64
58 30

S3 61
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No need to watch! Email alerts
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Select emall settings

nZulu - the interactive fuzzer

File | Configuration InputMethod OutputMethod Fuzzing

: Proxy Settings S P o W .
ft\'} Email Motification Settings GmEE u w U i
VMware Settings _ _
INp oo Mutation points:

| -4

Configue email settings

’ SMTP Server address:Port |sm11:|.gmai|.|:|:|m: 587
SMTP Username:

|username {@googlen
SMTF password: |Iiiiiiiiliiii
SMTF From address: |ugernamE@gDDg|E|‘r
SMTF To address: |username @ngssecL
¥ UseTLS

Ok
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Advanced features - ZuluScript
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Using ZuluScript

 How do you modify a packet after the mutator but before being
processed by the target?

 The answer Is by using ZuluScript
« Python script stored in a special file (/bin/custom.py)

* Includes a sample UpdateContentLengthField() function

| Enable Wireshark integration
| Enable YMware integration
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Access to data

« self.packets_selected to send = list of packets selected to
send [[packet number, data],[packet number, data]...]

« self.all packets captured = list of all packets captured
[[[source IP,source port],data], [[source IP,source
port],data]...]

« self.modified_data = list of all the data in the current packet
(after any modification with fuzzpoint data) [bytel, byte2,
byte3...]

« self.current_packet number = the number of the current
packet being processed (packet O is the first packet)
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Bugs that Zulu has found

 Samba 'AndX' request remote heap overflow (CVE-2012-0870)

 Oracle 11g TNS listener remote null pointer dereference

 Apple OS X USB Hub Descriptor bNbrPorts Field Handling
Memory Corruption

...and many others that haven’t been fixed yet
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Zulu 1s available on Github

Zulu can be downloaded today at:
https://github.com/nccgroup/zulu
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nccgroup”

freadann frorm dount

Questions?

Andy Davis, Research Director NCC Group
andy.davis ‘at’ nccgroup ‘dot’ com
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